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(57)Abstract: 

PROBLEM TO BE SOLVED: To make a user of an electronic 
mail system unnecessary to receive an electronic mail 
having undesirable contents like a Spammail. 
SOLUTION: A control part 14 of the electronic mail transfer 
device 1 1 reads the body of an electronic mail received from 
an internet router 4, temporarily stores it in a spool 16, 
compares words and phrases in the body stored in the spool 
16 with words and phrases representing the contents of 
electronic mails, which are not transferred to an electronic 
mail server, stored in a word and phrase memory table in a 
memory 15 to judge whether or not there is a matching word 
or phrase, and discards the body stored in the spool 16 
when judging that there is a matching word or phrase, so 
that the received electronic mail is not transferred to an 
electronic mail server 6. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



ICIaim(s)] 

[Claim 1] It is placed between the pass on LAN between the Internet router linked to the Internet, 
and the email server which accumulates the electronic mail received with this Internet router. It is 
electronic mail transfer equipment which transmits the electronic mail received from said Internet 
router to said email server. An e-mail text memory means to read the text of the electronic mail 
received from said Internet router, and to memorize temporarily, A phrase storage means to 
memorize the phrase showing the content of the electronic mail which is not transmitted to said 
email server, When it is judged that there is a phrase which is in agreement with a -coincidence 
phrase existence decision means to judge the existence of the phrase which compares the phrase in 
the text memorized by said e-mail text memory means with the phrase memorized by said phrase 
storage means, and is in agreement, and this means, Electronic mail transfer equipment 
characterized by establishing electronic mail the non-transmitted control means it is made not to 
transmit said received electronic mail to said email server. 

[Claim 2] When it is judged that there is a phrase which is in agreement with said coincidence phrase 
existence decision means in electronic mail transfer equipment according to claim 1, A transmitting 
[ for un-transmitting ] former address registration means to register the transmitting agency 
address of said received electronic mail, A transmitting [ for un-transmitting ] former address 
decision means to judge whether the transmitting agency address of the electronic mail received 
from said Internet router is registered into said transmitting [ for un-transmitting ] former address 
registration means, Electronic mail transfer equipment characterized by establishing a means to 
make it not transmit said received electronic mail to said email server when it is the transmitting 
agency address registered into said transmitting [ for un-transmitting ] former address registration 
means by this means. 

[Claim 3] When not transmitting said received electronic mail to said email server in electronic mail 
transfer equipment according to claim 1 or 2, The transmission place address of this electronic mail 
and the transmitting agency address registered into said transmitting [ for un-transmitting ] former 
address registration means are acquired. Electronic mail transfer equipment characterized by 
establishing a means to create the electronic mail of the content which shows that reception of the 
electronic mail of the said transmitting former address and its address was refused in said 
transmission place address, and to transmit this electronic mail to said email server. 
[Claim 4] Electronic mail transfer equipment characterized by establishing a phrase registration 
means to register into said phrase storage means the phrase which received from said external- 
control equipment when the command received from external-control equipment is interpreted and 
this command shows phrase registration in electronic mail transfer equipment given in claim 1 
thru/or any 1 term of 3. 

[Claim 5] Electronic mail transfer equipment characterized by establishing a means to create the 
electronic mail of the content of the purport of which it warns not to transmit an electronic mail to 
claim 1 thru/or any 1 term of 4 in the electronic mail transfer equipment of a publication to the 
transmitting agency address registered into said transmitting [ for un-transmitting ] former address 
registration means, and to return this electronic mail to the said transmitting former address. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
{0001] 

[Field of the Invention] This invention relates to the electronic mail transfer equipment which 
transmits the electronic mail received from the Internet router in the electronic mail system on the 
Internet to an email server. 
£0002] 

[Description of the Prior Art] The received electronic mail was conventionally transmitted to the 
phase hand, and there was an electronic mail system (for example, refer to JP,9-307584,A) which 
enabled it to manage having read the electronic mail or having sent the answer by the destination. 
[0003] By the way, in an electronic mail system, it is common to usually transmit to the phase hand 
who specified the electronic mail message. However, in recent years, the so-called spam mail 
{Spammail) which sends direct mail to many and unspecified electronic mail users is regarded as 
questionable. An addressee does not demand this spam mail and, on the other hand, it is completely 
sent to a target. 

{0004] The connection method to an Internet Service Provider (Internet Service ProvideriISP) is 
used for a general user, and a dialup connection is a layer with most subscribers. 
"[0005] Since the traffic for reading an electronic mail from a POP server for a general user is 
individual coverage, the more there is much number of cases of an electronic mail which received, 
the more, a traffic burden will increase, and since traffic increases, the unnecessary electronic mail 
which is not desired itself like the spam mail mentioned above is kept at arm's length by the user. 
[0006] moreover, only buildup of a user s expense-burden is not regarded as questionable, but spam 
mail is contrary to the original convenience of an electronic mail system, and receives an underage 
user — sexually, and they are social-problerrHzed. [ the thing of an unwholesome content, and the 
thing of a kind like pyramid selling ] Therefore, means from which a user takes care not to receive 
the above spam mail are desired strongly. 
[0007] 

[Problem(s) to be Solved by the Invention] However, in the above electronic mail systems, since 
spam mail was also transmitted to the phase hand, there was a problem that the electronic mail 
which a user does not desire was unrefusable. 

{0008] This invention is made in view of the above-mentioned point, and it aims at the user on an 
electronic mail system taking care not to receive the electronic mail of a content like spam mail 
which is not desired. 
{0009] 

[Means for Solving the Problem] The Internet router which accesses the Internet in order that this 
invention may attain the above-mentioned object, It is placed between the pass on LAN of Hazama 
with the email server which accumulates the electronic mail received with the Internet router. It is 
electronic mail transfer equipment which transmits the electronic mail received from the above- 
mentioned Internet router to the above-mentioned email server. An e-mail text memory means to 
read the text of the electronic mail received from the above-mentioned Internet router, and to 
memorize temporarily, A phrase storage means to memorize the phrase showing the content of the 
electronic mail which is not transmitted to the above-mentioned email server, When it is judged that 
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there is a phrase which is in agreement with a coincidence phrase existence decision means to judge 
the existence of the phrase which compares the phrase in the text memorized by the above- 
mentioned e-mail text memory means with the phrase memorized by the above-mentioned phrase 
storage means, and is in agreement, and its means, Electronic mail the non-transmitted control 
means it is made not to transmit the electronic mail which carried out [ above-mentioned ] 
reception to the above-mentioned email server is established. 

{0010] Moreover, when it is judged that there is a phrase which is in agreement with the above- 
mentioned coincidence phrase existence decision means, A transmitting [ for un-transmitting ] 
former address registration means to register the transmitting agency address of the electronic mail 
which carried out [ above-mentioned ] reception, A transmitting [ for un-transmitting ] former 
address decision means to judge whether the transmitting agency address of the electronic mail 
received from the above-mentioned Internet router is registered into the above-mentioned 
transmitting [ for un-transmitting ] former address registration means, When it is the transmitting 
agency address registered into the above-mentioned transmitting [ for un-transmitting ] former 
address registration means by the means, it is good to establish a means to make it not transmit the 
electronic mail which carried out [ above-mentioned ] reception to the above-mentioned email 
server. 

1001 1] Furthermore, when not transmitting the electronic mail which carried out [ above- 
mentioned ] reception to the above-mentioned email server, it is good to prepare a means acquire 
the transmission place address of the electronic mail, and the transmitting agency address 
registered into the above-mentioned transmitting [ for un-transmitting ] former address registration 
means, create the electronic mail of the content having refused reception of the electronic mail of 
the above-mentioned transmitting agency address and its address in the above-mentioned 
transmission place address is shown, and transmit the electronic mail to the above-mentioned email 
server. 

[0012] Moreover, when the command received from external-control equipment is interpreted and 
the command shows phrase registration, it is good to establish a phrase registration means to 
register into the above-mentioned phrase storage means the phrase which received from the above- 
mentioned external-control equipment. 

[001 3] Furthermore, it is good to establish a means to create the electronic mail of the content of 
the purport of which it warns not to transmit an electronic mail to the transmitting agency address 
registered into the above-mentioned transmitting [ for un-transmitting ] former address registration 
means, and to return the electronic mail to the above-mentioned transmitting agency address. 
[0014] 

[Embodiment of the Invention] Hereafter, the gestalt of implementation of this invention is 
concretely explained based on a drawing. Drawing 2 is the outline block diagram of the general 
electronic mail system which forms the electronic mail transfer equipment of this invention. 
[0015] The electronic mail system shown in drawing 2 is a UNIX e-mail system which has generally 
spread widely. The user client equipments 3a-3n are connected to the Internet 1 , such as optical- 
fiber access networks, such as public telephone networks, such as PSTN and ISDN, and an open 
computer network (Open Computer NetworkOCN), through the digital circuit access and terminating 
equipments (DCE) 2a-2n, such as a modem and a terminal adopter, respectively. 
[0016] Moreover, Local Area Network (LAN) 5 is connected to the Internet 1 through the Internet 
router 4, and an email server 6 and the client equipment 7 for managers are connected to LANS. The 
email server 6 has the mail box for user client equipment 3b and 3c. 

[0017] And the Internet router 4 receives the electronic mail transmitted to other user client 
equipments 3b and 3c from user client equipment 3a on LANS. The electronic mail which the email 
server 6 received with the Internet router 4 is accumulated. Each user client equipments 3b and 3c 
can receive the electronic mail addressed to self-equipment by reading the electronic mail 
accumulated in the mail box assigned to the self-equipments of an email server 6. 
[0018] In addition, although a graphic display is omitted, on LAN5 of drawing 2 , many user client 
equipments other than three user client equipments 3a-3c are connected through DCE, and -each of 
that user client equipment can use service of the electronic mail communication link on the Internet 
1 etc. like the user client equipments 3a-3c. 
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[0019] In drawing 2 , for the below-mentioned explanation, to user client equipment 3a of the user 
client A a machine name "kimura.x.co.jp" and the transmitting agency address "kimura@x.co jp" To 
user client equipment 3b of the user client B, a machine name "satou.rrrr.co.jp" and the transmitting 
agency address "satou@rrrr.co.jp" A machine name "tanaka.rrrr.co.jp" and the transmitting agency 
address "tanaka@rrrr.cojp" are defined as user client equipment 3c of the user client C, 
respectively. 

[0020] Moreover, a machine name "manager1.rrrr.co.jp" and the transmitting agency address 
"manager1@rrrr.cojp" are defined as the client equipment 7 of the client D which is the manager of 
an email server 6. 

10021] For example, in order for the user of user client equipment 3a to send an electronic mail to 
other users, electronic mail data is transmitted by exchanging mail protocols by the mail protocol 
section 8 with an email server 6 from user client equipment 3a of self, its child process will be 
generated and daemon processisendmail which is always working on an email server 6 will write the 
received electronic mail data in a system mailbox 9, if an electronic mail is received. 
£0022] In this case, by exchanging mail protocols of reception with an email server 6, the user of the 
user client equipments 3b and 3c receives the data of the electronic mail addressed to self- 
equipment accumulated in the system mailbox 9, and the user who received the electronic mail 
incorporates him to the user client equipments 3b and 3c of self. 

£0023] The most general mail protocol used by current and the UNIX e-mail system is a simple mail 
transfer protocol (Simple Mail Transfer ProtocohSMTP) at the time of transmission, and it is Post 
Office Protocol (Post Office ProtocokPOP) 3 at the time of reception. SMTP and POP3 are 
protocols located in the upper layer (the application layer, presentation layer, application layer) of 
TCP/IP. Hereafter, in the case of an SMTP protocol, it explains. 

{0024] In a UNIX e-mail system, if a sendmail demon receives an electronic mail and a destination 
mail address corresponds to a mailing list with reference to a mailing list 10, the electronic mail will 
be distributed to two or more users' mail address registered into the mailing list 10. Thus, advice of 
the multiple address is realizable. 

£0025] For example When each mail address "satou@rrrr.co.jp" of two or more users B and C and 
"tanaka@rrrr.co.jp" are registered into the mailing list with the representation address called a mail 
address "groupl@rrrr.co.jp", Mail address "groupl@rrrr.cojp" the electronic mail of addressing It is 
regarded as a mail address "satou@rrrr.co.jp" and addressing to "tanaka@rrrr.co.jp." The data of an 
electronic mail are written in each mail box file "usr/spool/mail/satou" and 
"usr/spool/mail/tanaka" of a system mailbox 9. 

£0026] Drawing 1 is drawing showing the configuration when forming the electronic mail transfer 
equipment of this invention in the electronic mail system shown in drawing 2 . It connects so that it 
may be placed between the pass of LAN5 of Hazama of the Internet router 4 and an email server 6, 
and this electronic mail transfer equipment 1 1 connects the LAN system A by the side of the 
Internet router to a port A(portA) 1 2, and connects the LAN system B by the side of an email server 
6 to a port B(portB) 1 3. 

[0027] And the microcomputer which consists of CPU, a ROM, RAM, etc. realizes, and a control 
section 14 transmits and receives an electronic mail with an SMTP protocol, and transmits the 
electronic mail received from the Internet router 4 to an email server 6. 

£0028] In that case, a comparison extract is carried out with a pattern-matching means to mention 
the content of the data of an electronic mail later, and when the applicable phrase set up beforehand 
is discovered, filter actuation it is made not to transmit the electronic mail to an email server 6 is 
carried out. In memory 1 5, the various conditions set up beforehand and the text of an electronic 
mail are temporarily memorized for the filter actuation. This memory 15 is equivalent to the FLASH 
memory and RAM which are shown in drawing 3 . 

£0029] Spool 16 is storage which accumulates temporarily all the information on the data of the 
electronic mail received from the Internet router 4. Moreover, client equipment 7 is also equipment 
which is realized by the microcomputer which consists of CPU, a ROM, RAM, etc., and sets up the 
various conditions over this electronic mail transfer equipment 1 1 , a phrase, etc. Although light is 
emitted in the various commands for setting out by the UDP packet of the port number specified to 
electronic mail transfer equipment 1 1 in the case of the setting out, about it, it mentions later. 
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{0030] Drawing 3 is the block diagram showing the internal configuration of electronic mail transfer 
equipment. A control section 14 consists of CPU20 and ROM21, and performs the SMTP protocol 
processing and pattern-matching processing which are later mentioned based on various kinds of 
programs memorized by ROM21. Memory 15 consists of RAM22 and a flash memory (FLASH 
memory) 23. The operation panel 24 is an input means in the case of setting out, such as an IP 
address. 

[0031] Namely, the e-mail text memory means which each part of the above-mentioned electronic 
mail transfer equipment reads the text of the electronic mail received from the Internet router, 
respectively, and memorizes temporarily, A phrase storage means to memorize the phrase showing 
the content of the electronic mail which is not transmitted to the above-mentioned email server, 
When it is judged that there is a phrase which is in agreement with a coincidence phrase existence 
decision means to judge the existence of the phrase which compares the phrase in the text 
memorized by the above-mentioned e-mail text memory means with the phrase memorized by the 
above-mentioned phrase storage means, and is in agreement, and its means, The function of an 
electronic mail a non-transmitted control means to make it not transmit the electronic mail which 
carried out [ above-mentioned ] reception to the above-mentioned email server is achieved. 
[0032] Moreover, when it is judged that there is a phrase which is in agreement with the above- 
mentioned coincidence phrase existence decision means, A transmitting [ for un-transmitting ] 
former address registration means to register the transmitting agency address of the electronic mail 
which carried out [ above-mentioned ] reception, A transmitting [ for un-transmitting ] former 
address decision means to judge whether the transmitting agency address of the electronic mail 
received from the above-mentioned Internet router is registered into the above-mentioned 
transmitting [ for un-transmitting ] former address registration means, When it is the transmitting 
agency address registered into the above-mentioned transmitting [ for un-transmitting ] former 
address registration means by the means, the function of a means to make it not transmit the 
electronic mail which carried out [ above-mentioned ] reception to the above-mentioned email 
server is also achieved. 

[0033] Furthermore, when not transmitting the electronic mail which carried out [ above- 
mentioned ] reception to the above-mentioned email server, the transmission place address of the 
electronic mail and the transmitting agency address which were registered into the above-mentioned 
transmitting [ for un-transmitting ] former address registration means acquire, the electronic mail of 
the content having refused reception of the electronic mail of the above-mentioned transmitting 
agency address and its address in the above-mentioned transmission place address is shown 
creates, and the function of a means transmit the electronic mail to the above-mentioned email 
server also achieves. 

[0034] Moreover, when the command received from client equipment 7 (external-control equipment) 
is interpreted and the command shows phrase registration, the function of a phrase registration 
means to register into the above-mentioned phrase storage means the phrase which received from 
the above-mentioned external-control equipment is also achieved. 

[0035] Furthermore, the electronic mail of the content of the purport of which it warns not to 
transmit an electronic mail to the transmitting agency address registered into the above-mentioned 
transmitting [ for un-transmitting ] former address registration means is created, and the function of 
a means to return the electronic mail to the above-mentioned transmitting agency address is also 
achieved. 

[0036] Next, the processing when transmitting a direct electronic mail to an email server from the 
user client equipment of the general electronic mail system shown in drawing 2 is explained. Here, 
the command/response of general transmission and reception of the electronic mail by the SMTP 
protocol in the case of transmitting an electronic mail to user client equipment 3b from user client 
equipment 3a shown in drawing 1 are explained. 

[0037] Drawing 4 is timing diagram drawing showing the command/response of the transmission and 
reception when transmitting an electronic mail to user client equipment 3b with an SMTP protocol 
from user client equipment 3a shown in drawing 1 . 

[0038] User client equipment 3a of Client A transmits the command of the TCP packet of a 
connection request to an email server 6 first by processing 1 (P1 shows all over drawing). The port 
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number in this case makes service of SMTP identify using the Weil-Known port number 25. 

[0039] By processing 2 (P2), an email server 6 returns a response "220" to the command from user 

client equipment 3a, and answers that service of SMTP can be received to user client equipment 3a. 

{0040] Next user client equipment 3a tells the machine name "kimura.x.cojp" of Client A by the 
"HELO:" command to an email server 6 by processing 3 (P3). By processing 4 (P4), an email server 
6 answers the purport that the machine name has been recognized "250", to the "HELO:" command 
from user client equipment 3a. 

[0041] Next, user client equipment 3a tells the e-mail address (transmitting agency address) 
"kimura@x.cojp" of Client A by the "MAIL FROM:" command to an email server 6 by processing 5 
(P5). By processing 6 (P6), an email server 6 answers the purport that the e-mail address has been 
recognized "250", to the "MAIL FROM:" command from user client equipment 3a. 
£0042] Next, user client equipment 3a tells an addressee's e-mail address (transmission place 
address) "satou@rrrr.cojp" by the "RCPT TO:" command to an email server 6 by processing 7 <P7). 
By processing 8 (P8), an email server 6 answers the purport that an addressee's e-mail address has 
been recognized "250", to the "RCPT TO:" command from user client equipment 3a. 
{0043] When the e-mail address to which the email server 6 was told from user client equipment 3a 
at this time does not exist, user client equipment 3a is answered in "550", and the purport of 
reception refusal is answered. Since this processing is a well-known technique, it omits detailed 
explanation. 

[0044] Next, user client equipment 3a tells the purport which transmits the data of an electronic 
mail to an email server 6 by the "DATA" command after this by processing 9 (P9). By processing 10 
(P10), to the "DATA" command from user client equipment 3a, an email server 6 answers by "354" 
and transmission of an electronic mail is urged to it. At this time, the content it is directed that uses 
<CR <LF» and <CR> <LF> as a termination identifier of electronic mail data is transmitted. The 
part of "end with "." on a line itself is equivalent to it among drawing. 

[0045] Next, user client equipment 3a transmits the data of an electronic mail to an email server 6 
continuously by processing 1 1 (P11). By processing 12 (P12), user client equipment 3a adds 
termination identifier <CRXLF> and <CR> <LF> as the above-mentioned convention at the end of 
data. By processing 13 (P13), an email server 6 will transmit the purport that the electronic mail was 
received by "250" to user client equipment 3a, if the data of the electronic mail from user client 
equipment 3a are received. 

[0046] Next, user client equipment 3a transmits the purport which data transmission of the 
electronic mail to an e-mail address (transmission place address) "satou@rrrr.co.jp" ended by the 
"QUIT" command to an email server 6 by processing 14 (P14). By processing 15 (P15), to advice of 
the electronic mail transmitting termination from user client equipment 3a, an email server 6 answers 
by "221" and transmits the purport that it has agreed on electronic mail transmitting termination. 
[0047] And an email server 6 carries out additional writing of the electronic mail data to mail box 
fi!e:usr/spool/mail/satou according to a sendmail demon child process by processing 16<P16). Then, 
by processing 17 (P17), TCP port 25 is cut and, as for user client equipment 3a and an email server 
6, both sides end the connection by SMTP. 

[0048] Drawing 5 is drawing showing the example of a format of the electronic mail data eventually 
written in the mail box file of an email server 6 by the sequence by the timing chart shown in 
drawing 4 . 

[0049] The data indicated to the field shown by the rectangle frame 30 in drawing are write-in data 
of the electronic mail for one affair by the sendmail demon child process, and the data indicated to 
the field shown by the broken-line rectangle frame 31 are a header unit. 

[0050] The "From kimura@x.co.jp" of the 1st line and "From:kimura@x.cojp" of the 5th line show the 
e-mail address (transmitting agency address) of the dispatch dimension user who specified by the 
"MAIL FROM:" command. 

[0051] Moreover, "Received:from kimura.x.cojp" of the 2nd line shows the machine name 
"kimura.x.cojp" of a dispatch dimension user's user client equipment specified by the HELO: 
command. 

[0052] Furthermore, "To:satou@rrrrr.co jp" of the 7th line shows the destination address 
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(transmission place address) "satou@rrrrr.cojp" specified by the RCPT TO: command. 
[0053] And data of the 8th [ or less ] line are data of the text of the electronic mail specified by the 
"DATA" command. The data indicated to the field shown by the rectangle frame 32 are message 
data of the electronic mail by ""DATA" command. 

[0054] Moreover, the data indicated to the field of the rectangle frame 33 in the rectangle frame 32 

are an attachment header by the e-mail software of a client (user client equipment of a transmitting 

agency), and the field of the rectangle frame 34 is the message data section. 

[0055] When not using electronic mail transfer equipment 1 1 according to this invention as 

mentioned above, an SMTP protocol will be carried out very linearly and the spam mail from user 

client equipment 3a will be sent to user client equipment 3b through an email server 6. 

[0056] Then, the above electronic mail transfer equipments 1 1 are made to intervene between the 

Internet router 4 and an email server 6, the content of all the electronic mails transmitted to an 

email server 6 is checked, and, in the case of electronic mails, such as spam mail, the content 

performs filtering it is made not to transmit to an email server 6. 

£0057] Spam mail is equipped with a certain description. If the format shown in above-mentioned 
drawing 5 is made into an example and it explains, a certain amount of description is in the content 
indicated by the header unit and the description text of data at spam mail, and the content of spam 
mail is further summarized by the heading (Subject) in a header unit in many cases. Moreover, the 
phrase equipped with the description which the text of a message also understands as it is used. 
[0058] Then, by decoding the message data in an electronic mail, canceling this and being made not 
to carry out the transfer to an email server 6, when it judges whether there is any phrase which 
shows the description of spam mail and is in the message data, it can be managed even if a client 
does not receive spam mail, such as an unwholesome content, to minority, and the increment in a 
traffic burden can be inhibited. 

[0059] Then, a phrase characteristic of spam mail is first registered into electronic mail transfer 
equipment 11 from client equipment 7. The control section 14 of electronic mail transfer equipment 
1 1 registers into the phrase memory table of a flash memory 23 the phrase in the command received 
from client equipment 7, when the command received from the client equipment 7 for managers 
which is external-control equipment is interpreted and the command shows phrase registration. 
[0060] Next, it explains still more concretely about the processing which registers the phrase which 
expresses with electronic mail transfer equipment 11 the content of the electronic mail which 
refuses a transfer. In order to set various conditions as electronic mail transfer equipment 1 1, the 
client equipment 7 of the client D for server managers connected to the LAN system B publishes 
various commands by the UDP packet of the non-WellKnown port number (8451) specified to 
electronic mail transfer equipment 1 1 . 

[0061] Drawing 6 is drawing showing the example of a data-division format of an UDP packet. UDP 
is one of the protocols of the transport layer located in the high order of network layer IP, and an 
UDP packet stores each data of the functional number of 1 byte, 1 byte of operand 1, and 100 bytes 
of operand 2. 

[0062] Drawing 7 is drawing showing the functional listing of the command for setting up various 
conditions to electronic mail transfer equipment 11. The functional number 1 shows the command of 
the limited phrase registration which is the function to register the phrase showing the content of 
the electronic mail which refuses a transfer, and the command is the content of directions which 
sets a phrase as the phrase memory table of electronic mail transfer equipment. 
10063] Namely, the client terminal unit 7 stores the phrase set as an UDP packet with the above- 
mentioned functional number 1, and transmits it to electronic mail transfer equipment 1 1 through the 
LAN system B. 

[0064] Drawing 8 is a flow chart which shows registration processing of the various conditions in 
electronic mail transfer equipment 1 1 . Only nothing [ error ] judges whether it is no to FCS of a 
packet at step ("S" shows among drawing) 1, if this processing has no «rror, it progresses to step 2, 
judges whether it is an UDP packet, if it is an UDP packet, progresses to step 3 and judges whether 
it is port number =8451. 

£0065] If it is port number =8451 in decision of step 3, it progresses to step 4 and the content which 
the functional number in an UDP packet judged whether it was "1", and progressed to step 9 and 
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was stored in the operand 2 at record-number n (n: data stored in the operand 1) of the phrase 
memory table of a flash memory 23 if it was functional number =1, i.e., a phrase, is set, and 
processing is ended. 

[0066] If a functional number is not "1" in decision of step 4, it will progress to step 5 and a 
functional number will judge whether it is "4", if a functional number is not "4", processing will be 
ended, but if it is functional number =4, it judges any it shall progress to step 10 and shall be stored 
in the operand 1 of an UDP packet between "0" and "1." 

£0067] If "0" is stored in the operand 1 by decision of step 10, the machine name which progresses 
to step 1 1 and is stored in the operand 2 will be made into the thing of this equipment (electronic 
mail transfer equipment), it will memorize to a flash memory, and processing will be ended. If "1" is 
stored in the operand 1 by decision of step 10, the E-mail address (e-mail address) which 
progresses to step 12 and is stored in the operand 2 will be made into the thing of a manager client 
(client equipment for managers), it will memorize to a flash memory, and processing will be ended. 
[0068] On the other hand, if FCS of a packet has an error by decision of step 1 , it progresses to 
step 6, and this packet will be canceled, it will progress to step 7, resending demand processing to 
client equipment will be performed, and processing will be ended. Moreover, when it is not an UDP 
packet in decision of step 2, and when it is not port number =8451 at step 3, it progresses to step 8, 
this packet is canceled, and processing is ended. 

£0069] The control section 14 of electronic mail transfer equipment 11 will check the error existence 
of received data at step 1, if an UDP packet is received from client equipment 7 through a port B13. 
This is performed by verifying the checksum value by the frame check sequence (FlameCheck 
Sequence:FCS) of an UDP packet. 

[0070] By check processing of the existence of this error, if there is an error, the UDP packet which 
received from client equipment 7 will be canceled, and the resending demand of the same UDP 
packet will be transmitted through a port B13 to client equipment 7. This publishes the UDP packet 
of the functional number 7 to "manager1.rrrrr.cojp." 

£0071] Moreover, the packet which received at step 2 is not an UDP packet, or when it is not port 
number =8451 at step 3, the packet is canceled simply. This port number "8451" is a non- 
WellKnown port number specified as command processing of electronic mail transfer equipment 11. 
And in the case of the functional number 1, phrase registration to a phrase memory table is 
performed at step 4, and, in the case of the functional number 4, other required setting-out 
information is recorded at step 5. 

[0072] Thus, the control section 14 of electronic mail transfer equipment 11 interprets the command 
of the UDP packet which received from the client equipment 7 for managers which is external- 
control equipment, and when the command is the limited phrase registration which shows phrase 
registration, it registers into a flash memory 23 the phrase stored in the operand 2 of an UDP 
packet. That is, the above-mentioned control section 14 achieves the function of a phrase 
registration means, and the above-mentioned flash memory 23 is equivalent to a phrase storage 
means. 

£0073] Drawing 9 is drawing showing the example of a format of a phrase memory table. The phrase 
used abundantly at spam mail etc. is registered into a phrase memory table for every record as 
various kinds of phrases which show the content of the electronic mail which is not transmitted to 
an email server 6. a record number 1 — " — sudden E-mail impoliteness — I do — " — the phrase 
is registered. 

£0074] Next, transfer processing of the electronic mail in this electronic mail transfer equipment is 
explained. Here, transfer processing of the electronic mail received from user client -equipment 3a of 
Client A is shown. 

£0075] When this processing receives the electronic mail transmitted by the port A12 through the 
LAN system A from the Internet router 4 by the port A12 and the control section 14 of electronic 
mail transfer equipment 1 1 transmits it to an email server 6 through the LAN system B from a port 
B13, electronic mails, such as spam mail, are control processings when making it not transmit to an 
email server 6. 

£0076] By the port A12, a control section 14 reads the text of the electronic mail received from the 
Internet router 4, and memorizes it to spool 1 6 (e-mail text memory means) temporarily. When it is 
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judged that the existence of the phrase which compares the phrase in the text memorized by the 
spool 1 6 with the phrase memorized by the phrase memory table of a flash memory 23, and is in 
agreement is judged, and there is a phrase in agreement, It is made not to transmit the electronic 
mail which canceled the text memorized to the spool 16 and was received to an email server 6. 
[0077] Moreover, when it is judged that a control section 14 has a phrase in agreement, the 
transmitting agency address of the received electronic mail is registered into the address memory 
table of a flash memory 23. henceforth, when an electronic mail is received from the Internet router 
4 It judges whether the transmitting former address is registered into the address memory table, and 
when it is the transmitting agency address registered into the address memory table, the received 
electronic mail is canceled and it is made not to transmit to an email server 6. 
[0078] Furthermore, when not transmitting the received electronic mail to an email server 6, a 
control section 14 acquires the transmission place address of the electronic mail, and the 
transmitting agency address registered into the address memory table, creates the electronic mail of 
the content which shows that the transfer of the electronic mail of the transmitting agency address 
and its address was refused in the transmission place address, and transmits it to an email server 6. 
[0079] Furthermore, the electronic mail transfer processing in electronic mail transfer equipment 1 1 
is explained in detail. Drawing 10 and drawing 1 1 are drawings showing the SMTP protocol control 
transition at the time of electronic mail transfer processing of electronic mail transfer equipment. 
Drawing 12 is a flow chart which shows the phrase check processing in electronic mail transfer 
equipment. 

[0080] About the electronic mail received with the Internet router 4, electronic mail transfer 
equipment 1 1 After performing check processing of a phrase which receives from a port A12 except 
[ all ] the SMTP data of the text of the electronic mail fundamentally declared by the "DATA" 
command, and is mentioned later, About the electronic mail which does not transmit and transmit 
only the electronic mail which should be transmitted to an email server 6 through a port B13, 
message modification processing of destination modification of the below-mentioned electronic mail 
etc. is performed. 

f0081] Client A memorizes temporarily "kimura@x.co.jp" of the e-mail address (transmitting agency 
address) of a transmitting agency to RAM22 by the processing 20 ("P20" shows among drawing) of 
drawing 10 , and the control section 14 of electronic mail transfer equipment 1 1 memorizes 
temporarily the e-mail address "satou@x.co.jp" of the destination ^transmission place) to RAM22 by 
processing 21 (P21). In addition, the "HELO:" command / response is omitted all over drawing. 
[0082] Next, these data of the electronic mail of the "DATA" command shift received from the LAN 
system A by processing 22 (P22) are evacuated to spool 1 6 t and sending out for the LAN system B 
is once postponed. And if a termination child is received and it finishes storing the text of an 
electronic mail in spool 16, phrase check processing of the text of the electronic mail by the flow 
chart shown in drawing 12 will be performed. 

[0083] As shown in drawing 12 , a control section 14 judges whether the address of {MAIL FROM:] is 
registered into the address memory table of a flash memory 23 at step ("S" shows among drawing) 
21. 

10084] Processing of this step 21 confirms whether it is the same as the transmitting agency 
address of the electronic mail with which the phrase which was in agreement by phrase check 
processing in the past was discovered by judging whether the electronic mail transmitting former 
address which is carrying out current reception is registered into the address memory table. 
[0085] If the transmitting agency address "Kimura@x.cojp" is not registered into the address 
memory table of a flash memory 23 by decision of step 21, it progresses to step 22 and pattern- 
matching processing which is phrase check processing is performed. This pattern-matching 
processing compares whether it is in agreement with the phrase in the text of the electronic mail 
stored temporarily in memory, and the phrase registered into the phrase memory table. In this 
comparison processing, when there is a coincidence phrase, condition code:cc=1 is obtained, and 
when there is no coincidence phrase, cc=0 is obtained. 

10086] It judges whether the phrase which progressed to step 23 and was registered into the phrase 
memory table based on the comparison result of the above-mentioned pattern-matching processing, 
and a phrase in agreement are in the electronic mail text data under spool evacuation after pattern- 
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matching processing of step 22. 

[0087] In processing of this step 23, it judges whether the phrase registered into the phrase memory 
table into these data of the electronic mail under evacuation to spool 16 based on the above- 
mentioned comparison result and a phrase (alphabetic data) in agreement exist. That is, when a 
comparison result is cc=1 , it is judged that there was a coincidence phrase. Moreover, when a 
comparison result is cc=0, it is judged that there was no coincidence phrase. 
[0088] If there is a phrase which is in agreement by decision of step 23, the transmitting agency 
address "Kimura@x.co jp" of the client A which carried out additional registration at the address 
memory table, progressed to step 25, and stored temporarily at RAM the transmitting agency 
address "Kimura@x.cojp" which progresses to step 24 and is stored temporarily at RAM will be 
cleared, and processing will be ended. 

[0089] Drawing 13 is drawing showing the example of a format of an address memory table. The E- 
mail address (transmitting agency address) of an electronic mail with the phrase which is in 
agreement by the above-mentioned pattern-matching processing is registered into this address 
memory table each time. 

[0090] Thus, when the electronic mail of the same transmitting agency address is received after that 
by holding the transmitting agency address of an electronic mail with the phrase which is in 
agreement by the above-mentioned pattern-matching processing, and checking the transmitting 
agency address at the time of reception of an electronic mail, it can be judged as what is not 
transmitted even if it does not perform the above-mentioned pattern-matching processing. 
[0091] Moreover, if there is no phrase which is in agreement by decision of step 23 of drawing 1 1 , 
message processing in which it is not processed [ of drawing 12 ] will be performed, all these data of 
the electronic mail which the spool 16 was made to evacuate from a port B13 to an -email server 6 
will be transmitted, and an electronic mail will be transmitted to the email server 6 of the LAN 
system B. After that [ all ], an SMTP protocol is carried out transparent. 

[0092] On the other hand, if the same transmitting agency address as an address memory table is 
registered by decision of step 21, the transmitting agency address "Kimura@x.co.jp" of the client A 
which progressed to step 24, performed message permutation processing, progressed to step 25, 
and was stored temporarily at RAM will be cleared, and processing will be ended. 
[0093] Thus, when it receives again from the transmitting agency address of the electronic mail 
which was not transmitted once, it can be judged as what is not transmitted promptly and decision 
processing of whether to transmit can be performed efficiently. 

£0094] Moreover, it overlaps, it is not necessary to register the same transmitting agency address as 
an address memory table, and a memory area can be first saved by judging whether it is the 
transmitting origin which was not transmitted in the past by whether the transmitting agency 
address is registered into the address memory table at the time of reception of an electronic mail. 
[0095] Next, message permutation processing of the above-mentioned step 25 is explained. Drawing 
14 is drawing showing the SMTP protocol control transition at the time of message permutation 
processing of electronic mail transfer equipment. 

[0096] At the time of this message permutation processing, a control section 14 creates a 
permutation message using the e-mail address "kimura@x.co.jp" of the transmitting origin stored 
temporarily at RAM22, and transmits the electronic mail which consists of that permutation message 
to an email server 6 from a port B13. Then, all these data of the electronic mail from the first 
evacuated to the spool 1 6 are canceled. 

[0097] Thus, electronic mail transfer equipment realizes the filtering function it is made not to 
transmit the electronic mail which does not want to receive clients, such as spam mail, to an email 
server 6. 

-[0098] Drawing 1 5 is drawing showing the example of a format of the electronic mail created by the 
above-mentioned message permutation processing. It consists of a message of advice of having not 
transmitted these data based on the "DATA" command of the electronic mail which refused the 
transfer to the field of the rectangle frame 40, since it was the electronic mail which makes 
reception an invalid, and others. 

[0099] Furthermore, a control section 14 creates the electronic mail of the content of the purport of 
which it warns not to transmit troublesome electronic mails, such as spam mail, to the transmitting 
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agency address registered into the address memory table, and returns the electronic mail to the 
above-mentioned transmitting agency address. Thus, caution can be demanded from the addresser 
of electronic mails, such as spam mail. 

{0100] Next, the above-mentioned pattern-matching processing is explained in full detail. Drawing 16 
and drawing 1 7 are flow charts which show the pattern-matching processing in electronic mail 
transfer equipment. 

£0101] An extract result file is newly opened and it progresses to step 34, and "1" is added to M, it 
progresses [ this processing sets condition code:cc to "0" at step ("S" shows among drawing) 31 of 
drawing 16 progresses to step 32, carries out the zero clear of the counters N and M, and sets them 
to N= 0 and M= 0, and it progresses to step 33, and ] to step 35, and the reference phrase of a 
phrase memory table judges ****** finally. 

[0102] If the reference phrase of a phrase memory table is termination in decision of step 35, it 
progresses to step 41, all files are closed, and processing is ended. If the reference phrase of a 
phrase memory table is not termination in decision of step 35, it will progress to step 36, the phrase 
of Record M will be taken out from a phrase memory table, and it will consider as a character string 
pat. 

£0103] Then, the record of the phrase which should refer to the electronic mail text which 
progressed to step 37, added "1" to N, progressed to step 38, and was stored in the spool judges 
whether it is an end, if it is an end, it progresses to step 42, the zero clear of the N is carried out, it 
returns to step 34, and the above-mentioned processing is repeated. 

[0104] If the record of the phrase which should be referred to by decision of step 38 is not an end, it 
progresses to step 39, and the phrase of Record N will be taken out from a spool, and it will consider 
as a character string buf, it will progress to step 40, and pointer— variable sptr will be set to the head 
of buf. 

[0105] Next, a pointer variable ptrl is set to the head of pat, and it progresses to step 44, and sptr 
is set to a pointer variable ptr2, and it progresses [ it progresses to step 43 of drawing 1 7 , and ] to 
step 45, and judges whether it is pat(ptrl) =buf (ptr2). 

£0106] If it is pat(ptrl) =buf (ptr2) in decision of step 45, "1" is added to ptrl and it progresses to 
step 47, and "1" is added to ptr2, and it progresses [ it progresses to step 46, and ] to step 48, and 
judges whether it is buf(ptr2) =NULL 

£0107] When it is not buf(ptr2) =NULL in decision of step 48, it progresses to step 49 and judges 
whether it is pat(ptrl) =NULL, and if it is not pat(ptrl) =NULL, it will return to step 45 and the 
above-mentioned processing will be repeated. 

[0108] If it is not pat(ptrl) =buf (ptr2) in decision of step 45, it progresses to step 51, "1 " will be 
added to sptr and it will progress to step 52, it judges whether it is buf(stpr) =NULL, and if it is not 
NULL, it will return to step 43 and the above-mentioned processing will be repeated. Moreover, if it 
is buf(stpr) =NULL in decision of step 52, it returns to step 37 of drawing 16 , and above-mentioned 
processing is repeated. 

[0109] By decision of step 48, it returns to step 37 at the time of buf(ptr2) =NULL and buKstpr) 
=NULL of step 52, and it repeats the above-mentioned processing. By decision of step 49, at the 
time of pat(ptrl) =NULL, it progresses to step 50, "1" is set to condition code:cc, and return and 
above-mentioned processing are repeated to step 37 of drawing 1 6 . 

£0110] Drawing 18 is the explanatory view showing change of the content of data in the buffer area 
at the time of the above-mentioned pattern-matching processing. This pattern-matching processing 
stores in the character string buffer areas pat and buf of RAM22 the record of the data file of the 
electronic mail with which it evacuated from the phrase memory table at step 36, and it evacuated 
one record of phrase data at a time from the spool 1 6 by ejection and processing of step 39 in a 
phase (PHASE1), respectively, as it shows one affair at a time in (a) of ejection and drawing 18 . 
£01 11] Here, the address of the head of a buffer is carried out immediately after record reading of a 
phase 1, respectively, termination of the termination of each buffer shall be carried out by NULL (= 
OOh), and it sets the pointer of the character string buffer areas buf and pat to stpr (and ptr2) and 
ptrl, respectively. 

[0112] Next, if the content of a buffer by which the address is carried out is compared and it is not 
in agreement at step 45 with both pointers, the pointer of the character string buffer area buf is 
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carried forward at step 51, and as shown in (b) of drawing 1 8 , initial data are compared once again. 
Since there was no applicable phrase in that record of a spool when the content of the character 
string buffer area buf as for which continues this comparison processing and Pointer stpr carries out 
the address at step 52 was NULL, at step 39, reading and the above-mentioned processing are 
repeated and the data of the following record are performed. 

[01 13] If a phrase is in agreement at step 45, the pointer sptr present at steps 46-47 is set to ptr2, 
and the sequential comparison of the increase of every or the content of data in which both pointers 
carry out the address in a phase (PHASE3) as it carries out and is shown in (c) of drawing 18 is 
carried out for ptr! and one ptr 2. 

[01 14] If the content of both the buffers is thoroughly in agreement by decision of steps 48 and 49, 
"1" will be set to condition codeicc at step 50, it will return to step 37, and ejection and the same 
comparison processing as the above will be performed for the record of the following spool, if a 
spool finishes with decision of step 38, it comes out and it is — step 42 — N — zero "0" — it 
clears, and the above-mentioned processing is repeated until the phrase record memorized by the 
phrase memory table at ejection and step 35 ends the following record from a phrase memory table, 
in order to perform the comparison by the following phrase. 

[0115] Thus, the phrase registered into the phrase memory table of a flash memory 23 is compared 
with the phrase in these data of the electronic mail which made the spool 16 shunt, and if the 
number of phrases in agreement is also one, condition code:cc=1 which shows that there is a phrase 
of the content which is not transmitted in an electronic mail will be set. 

[01 16] Since this electronic mail transfer equipment is inhibited so that the message data of the 
electronic mail which registers into a phrase memory table the characteristic phrase contained in 
the electronic mail of a content [ a client user ] to make it receive, and contains this phrase may not 
be transmitted to an email server, it is not necessary to incorporate the electronic mail which a 
client user does not want to receive [ spam mail / by reading protocols, such as POP3, ] from an 
email server with a client machine. 

[0117] Moreover, since distribution of the electronic mail which the client by the email server does 
not need can be inhibited, the increment in the electronic mail traffic on LAN to which the email 
server is connected can be controlled. 

[0118] Furthermore, since distribution to the mail address addressed to all clients registered into the 
mailing list can be suppressed when a destination e-mail address is a mailing list, the increment in 
the traffic on LAN by unnecessary mail can be inhibited further. 

[01 19] moreover — since it permutes by the message data of explanation of the purport which 
cannot receive the message data of the electronic mail of an original copy and publishes to an email 
server 6 with [ of the e-mail address of a sending agency ] information, when electronic mails, such 
as spam mail, are received — the user of a transmission place — receiving — reception — it is 
appealable that there was an invalid electronic mail. Therefore, it can complain of the soundness of 
employment of an electronic mail system to a user, a user can be widely notified of the transmitting 
person of electronic mails, such as spam mail, it can appeal for caution, and serviceability can be 
raised. 

{01 20] Furthermore, since a warning message can be published to the transmitting origin of 
electronic mails, such as spam mail, caution can be urged to unwholesome utilization of the Internet. 
[0121] And since it is not necessary to distribute unnecessary electronic mails, such as spam mail, 
to a client via the Internet when the mailing list is served on electronic mail operation if this 
electronic mail transfer equipment is prepared for the Internet Service Provider (Internet Service 
Provider:ISP) where two or more clients read an electronic mail via the Internet, the increment in 
the traffic of the Internet can be controlled and it can contribute to suitable employment of the 
public forward high Internet. 
10122] 

{Effect of the Invention] The electronic mail of a content like spam mail which is not desired is made 
to receive to the user on an electronic mail system, and it can avoid being according to the 
electronic mail transfer equipment by this invention, as explained above. 
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5±0>:3-— tf£5-f 7> hSc£3 a^bifl)a- If* V 
-f7>hgi3b, 3 c^iUd^tl^m^^-^git 

>hg!3b, 3 clim^^— JH*— /N*6 0)igM: 

iiy^Tb ttfc y — «;/ o x rz^s £ tifc * - 

&m*1>&-? C 4: lz £ o T £ — JU^Sfg-T 

[OOI 8] fcfc\ gi^£*BS-f 2 0) LAN 5 

±IC|*3^0)zl— tf^7-T7> KS13 a ~3 cOfel: 
£ < <DZL— +f £ 7>f 7> h DCE^ LtSS^ 

*lTfcy. ^CD#3-— tf<7^^r> hSMI*ZL— tf^7^ 
<<7> KSI3 a -3 c 4^1:^5 fC-f h 1 

±<Da^> -;UiSm^CD-tl— *fX **ijffl-r ^ - 

o 

[0 0 19] g!2T*li. &ft<Dtft*M<D&. ZL—*fO^<< 
T> hACOO.— 1f^^-<7> hg!3 a|-(i7y>« 

Tkimura. x. co. jpj k. 2l^s7u7 K UX 

rkimura@x. co. jpj 3- — *ft? 7*f 7 
> h BCD 3. — if ^7 ^ 7 > hgi3 b(Z(iVv>^ r s 
atou. rrrr. co. jpj k j^(b7c7 K UX 

Tsatou@rrrr. co. Jpj -3. — -*f ^ ^ 
>T7> h Cfl)2 — if 7-f 7> KSI3 c IZliV v>« 

Ttanaka. rrrr. co. jpj k^ki^yt7 K 
UX r t a n a k a @ rrrr. co. j pj -^"tl 

[0 0 2 0] m^>— JU*— /N*6(DfIf^fe^ 

^77^f7> KDCD^^-<7> hSM7|Z(i"7v>* Tm 
anagerl. rrrr. co. jpj k iH{57t7 K 
UX Tm anager1@rrrr. co. jpj 

[O O 2 1 ] ff9iHi. ZL— tf^-<7> hgf 3 aCD^i] 



ndma i I — JU£g<Tf & £ . g^C&^P 

[0022] m^>-;u£g^Lfc*j/B#fi. ccDii 
fcl=«fcy* vxfA>- ;u5t^£X9fc*a**ifc@3£ 

[0 0 2 3) 11 UN I X> — Jl/vXf At*fflL^bh 

^l/>-Jbh7>^^7^P ha;i/ (S i mp I e M 
ai I Transfer Protocol : SMT 

P) T-fcy. g^ftl*^ h*Z7^x:7p h=uu (Po 

st Office Protocol : POP) 3t* 
fc£ 0 SMTP, POP3f£ % TCP/I PCD-tfiLlf 

*>a >JB) i:iiIt^?Ph=i;i/r*fc^o fcTF. s 

[0 0 2 4] UN I X >— JUv^TAT'fi. sendm 

■JX Mztts-rfu*. > — >j >$ryx h i oic^ii^^, 
JbSEfrr*. cco<fc5f=LT. 

[0025] #l];U£ % > — K UX r g roup I @ 
r r r r. co. j pj t I* 5 1tl7 K UX ^^F^> — 

7 K r S atou@rrrr. co. j pj t Tt 
anaka@rrrr. co. jpj jb<f£Ht£*LT 

> — K r g roupl@rrrr. c 

o. j pj JScom^^— >-ji/7Kbx r sa t 

ou@rrrr. co. jp_|<trtanaka@rr 

r r. co. j pj £6£<?*£:£;h. vXf ;utK'> 

<?7.9<0*tl?tl(D*— JUtf^ £ X ? 7 -<JU T u s r/ 
spool/mai l/satouj £ r u s r / s p 
o o I /m ai l/tanakaj CllE^ 1 ,* — JKD^r— 

[0 0 2 6] EMfi. g] 2 l:^Lt;l^>-;i/yXfi, 

— r*JU— £ 4 k. W-f-Jt — JU"tJ" — A 6 ^(DPIOL AN 
5 0)/N o XfZtj>«-r^«*:-5lC}^$^Tfcy. tK— hA 
(p o r t A) 1 2|Z-f hJU — 3*<PJ]0) LAN 



(4) 4*1182000-010880 



^#tA£|ggcL. Ttf— KB (por t B) 1 3 IzW^* 
— JU+r— y < 6 ®J0> L A N B £»»r & o 

[0 0 2 7] f Lt, fiJffllfln 41*. CPU, ROM, 
R If R A M n £ fc: & v ^7 P zi > fcf j. — £ I C £ -3 X m 
g!2;K, SMT p^p ha;U:i:oTl^- ;U0>$£g 
«£§|]&£U h/U— $ 4j^£g<lL*:^ : ?- 

[0 0 2 8] ^CDKL m^>— ;K7)ir— ^OP^g^^a 
^E'JS^R AMICffi^-T^ e 

[oo 2 9] x^— ;n 61*, h;u— ^ 4 

a-r^iettssT'fc^o ^fc. ^7^7> h^M7i* % 

CPU, ROM, MRAMf3d>P><f-57-f^P3>t° 

[0030] Ei3(i. m^>-;utc^M(DWgp«^^ 
Tvt^p^^il-efe^o *Jffi)SPi 4fi, CPU20. & 

tfROM2 1*6ftlJ % ROM2 1 ICfBtt **Ltc#ffl(D 

^ , p^ : 5AlwS^L^r^^^■r^)SMT p^p ha;u$a^i 

30 RAM 2 2, RlSy^yiszLjt^iJ (FLASH^^E 
U) 2 3^b^^o va >/^^Jl/2 4(i % IP 

[O 0 3 1 ] -T/cft)*>. iEW^y— ;i4£i2!36S<D*gB 

ES<1 L/r^> — Jiiem^> — yu-y-— L 

[0 0 3 2] ^tc. ±K-SiB^**WKf*Klz ( fcoT 

TKUX^g^lgi:, -hIB-f>^— K;u— ^^t,g 
50 <Itc7 K UXft«^aizS»*4xri^4A^53C»v$iMK-r 



; (5) !f#fl82O0O-O10880 



[0033] 2*1;:. ±KSALfc«T-*— ;u£±IB« 

<gft7 KU*fcJ:B^S»»fcSA5c7' Kl/XMM 

uxt?±saiS{g7u7 k uxtioT k uxom^y — ;u 10 

(DSA^liS Lfc C <t ttt teuton** 
[0 0 3 4] ^7^7>h8f7 (rtffifHffPS 

S) )*&8ALfc:3"7>K*flMRU ^(DavvK^ii 

[oo3 5] ±E^eai»ftai«5c7 r kuxs 
* it a l a i 5 1 c g & -r a m <d § ® ^ * — ; u £ ^ 

[0 0 3 6] Bl2f=a*Lfc— IftM^m^y— 

a^ba-^7-f7>hgl3 b^l^^-;i/$M 

"T^ii^coSMT P^o h3jUz«fc4«T-> — )\,<0—Wl 
[0037] g|4fi % Hi fC^Lfc^L— tf^^-TT> h 

[0 0 3 81 ^"T. AH (El^lCP 1 X-7jk-f) T% & 
fcOlC^-f 7> hAC7)^L— if^^-TT> hS^3 a I*. 

nown#-hf^25$il\ SMTP0)1f-t^$ 

40 

[0039] as 2 (P2) -c. mT-y — ;u-9— /<6 

It. J.-f^7-<7>hgl3a^b037>Kl:SL 

813 a fZ&LTSMT PGDtH— 

[0 0 4 0] ;jferz % $ai3 (P3) 1?. ZL— If^^-fT 
> K8M3 att. S^* — /<6^ "H E LO : " 

ZJV> K'C^ : 7-<7 r > h ACT) r k i mu r a. 
x. co. j pj ^b« 0 AS4 (P4) T% 11^ 



"HELO : " =]V> KlZ*f LT. "2 5 0" T'V >> 

[004 1] AS5 (P 5) T% .3-— *f0^4T 

> h8S3 al±. m^^— JUJ— /<6^v "MA I L F 
ROM:" Z3^?> KT?£^*f7'> h AOM** — JUT 7 K 

(2HS5c7 KUX) rkimura@x. co. j 

P j S-^flb-fr^o AS 6 (P€) r% m^>—;u-y-— 

6li, rL— if^7 v-f T> K813 a^bO) "MA I L 
FROM : 37> KlCfcfLT. "250" t'f^>- 

[0042] ffl!7 (P7) "C. — ~tf £ 7^f7 

>K8M3ali. t^^-W-^B^ "RCPT T 

7 Kl/X) r S atouO>rrrr. co. jpj £fcP 
b-££o AS8 (P8) Zr. m^f-^— JUU— /<6(i. zl 
— If^^^y^ KSI3 a^b(D"RCPT TO:" 
=i^7> Kir»LT. "2 5 0" XrS^ACDm^^— 
K ^Sia L tz t^SSt ^> o 

[0 0 4 3] C<B<h£\ m^P 4 — ;U-t»— /<6li. tit 
il— tF{7^-<7> K8S3 a^b^Q^Sixtrm^^— ;U 
7 KUXA<#SLfcl^i§£\ a-^7-T7>h8l3 
alz "5 5 0" ^PSSLTSM^SOl'^g-r^o C 

[0 0 4 4] fll^9 (P9) T*. JL-— tf^^-<7 

> K8M3 afi. m^>— JUt— /\6^ "DATA" =1 

v > Kx^^bl^^ -JK7)f-^ ^iM^f-r £ Br ^ ^fl 

t>"t±^o O (P 1 0) -t?, /<6 

fi. a-if^7^7>hSl3a^bO) "DATA" a 
-7> Klz^tLT. "3 5 4" T'S^L. m.*M—)ls<D& 
f^ffito <CRXLF>, <CRXL 

F > £ — ;Uir— $i OtSttttSiJ?-^: LTffl^^i: 5 
fZjt^-T$rtS*3IA*r^o ^+ Tend with 
"."on a line i t s e I f J (Dg&^A^ 

{0045] ffllS1 11 (P1 1) t% ^-—*f0 =7 

CDT— $»^a^LTi2l{i-r^o AS 12 (PI 2) T*. 

Ett56Jiyiw»JSSMgl]^<CR><LF>, <CR>< 

l F>^«iip-r^ 0 ah 3 (p 1 3) r*. m^^— ;u 
aiz "2 5o" ^m^^-^^git^ofcirsjSA-r 

o 

[0 0 4 6] :^fC. ill 4 (P14) ^r. ZL— tf^^ 
-<T> K813 a (i. ;U1^— /N6^ "QU I 

T" ht^KT'I^-^KUX (iHA5feT KUX) 

Tsatou@rrrr. co. jpj ^(7)^-?-> ~;U 

0) : r-^5&A^»7Lf=ir*3IA-r4o AS 1 5 <P 1 
5) T% m^^— ;U^— /<€li. a-^7-f7>Kg 



<6) 4^2000-010880 



2i M tisu, «^->-^a«*7iz^«LfcB*a 

[0 0 4 7] fit, ffikS 16 (P 1 6) -C. — 

<fc l J. ;U7K^^X^T-f ;U iust/spooI/" 
m a i I / s a t o u IzW.** — JU^f— $ £ 
£o ftll 7 (P 1 7) T?IL— tf^-fTV h 

S13 aMl^>- /<6fi. TCP7K— K2 5 

[0048] |g)5li. El4|z^Lfc^-r h 
I z J: & v — >r > X T* flUft M I C * — ;U-y— / < 6 (75 y — 
-/ £ X 7 7 -f JUlC»*&*j|xfc«^.> —^U-T— ^ CO 

[0 0 4 9] S*ffiff^3 OT*^^ig&fZfBS£ftTl> 
ft-T— sendma i I VT-^O-bXlZ J: 

^>1^<7>SI^>— ;uo>«£&^T— *T*$>y. 

T*fc£ 0 20 
[0 0 5 0] TF r om kimura® 

x. co. j pj t5ft|(D TFrom: k imu r a 
@x. co. j pj fi, "MAIL FROM:" 37 

> £T*tttLtz&m7tmmm<Dm=¥-*— jut kux ess 

[005 1] ^tc. 2ft|fl) TRece i ved : f r 
om kimura. x. co. jpjf£ N "HEL 

-f7> hgit(Z)^>>£ Tkimura. x. co. j 
PJ ^Ltt^o 30 
[0052] $b»Z. 7frgO> TTo : sa tou@r 
rrrr. co. jpjli. "RCPT TO:" 37 

> KT'JiS L*:5&5fc7 K UX (j£f§5fc7 K UX) r s a 
tou@rrrrr. co. j pj ?^LtL^ B 
[0053] fit, 8*r@jaT0>^— "DAT 

£o J6»»3 2T*^-r^lzI£K^^LTL>-5»7 r — £ 

I* DATA" 37> KfZcfc^m^^— JUB;* *-fe— 

[0054]$/;, S§ff2#3 2rttf>Jgff2#3 30)^13 40 
fE®$ttTt>^>T : — ^(i. ^7^7> h (32HI5cCD3.— 

[0055] iil-tCDcfcdf^LT. C<D&0J3lCcfc£m^P> 

13a ^ t>o)x/^A > — ;u*<m^> — ;u*9— /< 6 L 
[o o 5 6] ^;t\ -LIB^cfc-S^m^^— juIk&SM 50 



1 1 hJU— £ 4tbm^^— ;U-tf— A 6 0) 

MIOSES — ;u-y— ^6^2Hi$*L£^B^ 

a>«*> — JK&it-S-iim^--* — /< 6 ^tein L 

J: 5 f^-T 4 7 -f )\,$ «}M £ *7fc 5 * 0) T? 4 o 
[0 0 5 7] X/^A>— ;uf*&4ft«£^*Ti>£>*,<7> 
•Cfc^o ±IBS5(Z^Lfz^^— 7y h*«l::LTBi81 

v P*9 S *3t I z IB % £ tz f*3 % I z & £ HJt 0) ^fifc 7b< W y . 
* £fz % ^^^gU4»a>se (Subj act) (cliX/< 

[0 0 5 8] f^t\ ;U^CD> ^-tz — ^ 

^»^L. ^r0)> -v-tz— v-x— ^ ^(ZX/N°Ay — ;UO^# 

§*(OX/<A>-;u^5fiL3&:<rt,^. ffififi^e 

[005 9] fCt\ ^7>f7>hgi7^bl 
^^-^811 1 IZX/<A>— jUlz^aM/jrtg^S 

«Lfc37>KS«RU ^<&=i7> KA<S^Se$^ 
[ooeo] jHejS««i ilcfciSl^ffi 

71*. m^>-;ulc2IS®i i iz$iLTft<££ntzfrw 

el I K n o w n /tf— (845 1) (DUD P/^<7" 

[006 1] B6lt UDP/^«; hO)^— ^SB^* — 

h^]^^-r®-efe-5 0 uDPit*i h?— <?m i p 

T'fey. UDPy\°<r^ Kli. 1/W hOtiffii^, 1 
/^-f hC0^-^v> K 1 <b. 1OO/WK0)t^7>K2 

[0062] H7i*. m^^— ;u*w£^mi i ^«-a^ 

[0 0 6 3] -T^tP^,. 1 V-<7> h«»*as«7«. U 
Kfz±|B®^^1 i:. iSS-r^If^^ftl^ 



(7) ?*B820(KH)10880 



[oo6 4] mait. m^>-;Hc2lg® i ii^fci*<i> 
#kSte\ Xn-vz? rsj r^-T) itv^7K0) 

FCSICI7- S&L^Sfr^JBrLT. X^— 

" -§-=8 4 5 1 *>g*>£*ijBrr£o 

[0 0 6 5] Xx^^3(D¥IJI5tT7K— h#-^=8 4 5 1 10 
"1" LT. *^#-^=1fc*. Xt'> 

[0066] v zt 4 omm-emt**ktfi "i " -eft 

It^l^ X^^5^^T**lf&#^*>< "4" fi*S*e 
*iJBrLT. «fiS§-5§-*< "4" T**lt+L«ffiS^*l7-r^ 

ffif£§-S§-=4fc:»E>. Xf7?10^I^UDP^ 20 
*TV h(D^^> K1I~ "0" fc " 1 " <Dl^*l*<te#l 

[0 0 6 7] XtV?1 0CDW»tT*^-^^> K 1 IC 

— ;U7KUX) SWM^^WTZ'h (l^fflCD*^ 30 
[0068] Xf7^lMitv^'^0)FC 

2(D^JKT"eu D P/^r'> KT^cC^-ofci:^, Rl/X-r^ 
^3T*tK— h3H?=8 4 5 1 -efcrfro*:£#. T.TVZf 

[0069] -juKiitgB i i ©«»« i 4 li, 40 

hZ&mt&t. Xf7^1t*gllf-^©I7- 
*f£$£5112-r*>o ZtlliUDP/^«vS(D7L/-Afi 
'V 9 V — (FlameChock Sequen 

ce : FCS) lz J; x ^ £ •tfvWISME"*- £ C 4: T* 

[0 0 7 0] C(DX7- (D^^(7)«S^S"e. x^— 1< 
^H!^7-<7>hgi7^bSiLfcUDPy^^ h 
S«SL, ^^>T7>h^S7lC^LT7K-hB1 3$- 



1. rrrrr. co. jpj 5frl-3£fT"3~'5>o 
[007 1] X7-^^2T?gflLfc/^^ h^U 

DP/^^ht^otcU, Xf^^3t*/K-hi^ = 
8 4 5 1 X'ttfr-DtztZ^ ^d>i\*TV ^*»ttlZ«K-r 

*> 0 ks^ w 8 4 5 i" ;u«aia« 

1 1 0)37> KffiJIffllC^S^clfWe I I Know 
n*-hf^fc^c f LT, X^^^4T*«S^S-§-1 

[0072] z(DJ:5izLr. m^* — ;u$ci£3£B i i 

fcofcir^. U D P/^7 h(2>7|-^^> K2lztefA£;h 

fcis^^^^^*>^>^g 2 3ir©^-r^o -r^^*». 

[0 0 7 3] g|9l*s ig^^^E'J'f—^UCD^^ — 

StL*B^««*tt*. 1/3- KWilzl* 

{0 0 7 4] &lz % ZKDm^ > — JUtc2lgMlcfclt^m 

[0075] c officii. ia>»l 

^g|51 4^J<. h A 1 2 l^cfcoT-f h;U— 

*-hA1 2ir<i:oTg<SL. *-hB1 3^bLAN 
— ^CDm^^ — Mtn.** — ;U"9— /<6 
[007 6] fPJWffll 41*. 7|x — h A 1 2|CcfeoT-f > 

is) cifajgu ^cdx^— jh 6icsit^ttfc*5t+o 

m^Jky^V ya^^E'J 2 3^IS^>^'J ^— ^UKfE 
«*ftfcB«*Jt«LT-a^*H^a)*lli**IBfL. 

[0077] St. wspi 4ii. -a-r4i§^iA<w4 



(8) 4^2000-010880 



[0 0 7 8] 4 14. S«Lfc«^-> — 

jus«qp>— ju-y— -'<6**mskLtsi*ti** "ton** 

— JUDj2HE5fc7 KUX<h7 KUX^^E'Jf — ^;UiM 
tc7 KUX^-eODT KUXOl^^- JU<D$ej££J§5L 

[0 0 7 9] W>-^fEi|gI1 llzteft* 

;ufEiS«iSlcc>L>Ti¥L<ittB^-r^o Hi ofi. 

[0 0 8 0] t^^-jUfiSgll 1(4. 

*MI::(4 "DATA" KTflW-r^m^f-^— JKD 

ttOSMT Pf- *JSmi**T7K— h A 1 2^t>g:^i 

A6^f£j£L. $EiilL&l*m^>— JUI::oi^T(4& 

"To 

[008 1] -JUfci£S^ 1 1 OftJffiJgfl 1 4 (4. 

D 1 oo)5Q3i2 o rp2oj 7?^-^-) -no^^T 

> h A tfiUlTt^m^-* — ;UT K UX «£«5c7 K U 
X) CD Tk i mu r a@x. c o. j pj £ — BttflClR 
AM 2 2Czffi1tL. jQl2 1 (P 2 1 ) T*SB5fc 
5fe) T s a t o u@x. co. j 

PJ ^-B#MlZR AM2 2|Z|Etg-r^>o afe. 0*C:f4 
"HELO:" n^7> K/ UX#>X L T l^o 

[008 2] 2 (P22) T-LAN3U&A 

A*&ft«Lfc "DATA" K^C0m^>— JUCD 

[0 0 8 3] Ell 2fZ^*TJ;-5|z % ttWfflM 4(4* Xf 

(m*P rsj -e^"T) 2it [mai l fro 

M:] 0)7 K UX^77 7 V a > ^ U 2 3 ©7 K l/X > 
[0 0 8 4] ^0)XT7^2 1 (Dmmi*^ 3tiSEg{§ LT 



[0 0 8 5] 1 <7>flJK"e^^^ va> 'J 2 

3(7)7 KUX^Uf — ^JUlC&flTcT' KUX TKim 
u r a@x. co. j pj ftT l>ft(t*L(4. X 

^izit^^f^ va>a-K : c c = 1 *i. —a 

H^*<IS^ofcli^lCli. cc = 0^<#t>+L^ o 
[0 0 8 6] Xf 7^2 2(D/N^->7'Vf >^MO 

[0 0 8 7] Z0)*TVyZ 3 CD&J1XH4. ±fBit«tfS 
20 -x— £*(r. IS^^^'J f— "?;Hz§|SSnfclS^- 

£ e o*y, Jtg&S^tfc c == 1 <D«t £(4. — StII-6]A< 
*ofciflif«. £fc. itSeS^c c = 0CD<h£(4 

[OO88] Xf *v^2 3CDflJ»rT?— a*r^I§«}^o 
Xt-^^2 4<^3l/^trR AMfZ— B#ffi*t£;h,Tl^ 
Z>i£im5t'r K UX r K i m u r a @ x . c o . j pj 

7 Kuxy^E'jf — :7;w::iiftis«u xf^2s^ 

3l A/7? R A Mir— B^fBtl Lfc^^^7>KA a>iS(15t:T 
30 KUX TK i mu r a@x. co. j pj ^^'J7L, 

[0 0 8 9] Ml 3(4. T KL/X> ; E'Jf-^07t 

x) *^<7>«p@^-r^o 

[0 0 9 0] C0>cfc-5[Z. ±ffi/<^i — >"7^f 

40 y % fn] C^mjtT K^xc&m^* 

* & < T t IciM L ft L * 1 0> <b Ur + ^ C *t ^ -5 . 
[0 O 9 1 ] D 1 1 OXf'y?2 S^^Wr^e— St 

S^H^tL. ^-hBi 3^f,m^-^— ;HJ— /\*6^X 

;U$-*ejM-T/5 0 -€-0)«li. ^TSiifi<JfrSMTP^P h 
50 [O 0 9 2] — 1 0>m&**7 KUX^^E 



(9) *$IP]200(H)U>880 



TV h AC&^HItcT KUX l"K i mu r a @x. co. 

[0093] z<o,fcai^ -siESiLft^otcm^^- 
[0094] a^>»;uoaeB#fc mm 

OTT* Cilery* 7 K L/X> ^ 'J t" — 7Mzfs\ 
[0 0 9 5] 2fe|Z. JiffiX^ ^2 5 00* 

[0 0 9 6] »PS(M 41*. Z<7>> -/-fe— ^MUMM 
B#. RAM 2 2|Z— ^|£ttLfc^7t<7)m^>— JUT K 
UXTkimura@x. co. j pj £JEl>Tit&.* 

[0 0 9 7] ;i<0cJ:5i::LT, ;H£a£«Bli. 

— ju£ — 6 ^$e& l & j: ? ic-r & ? -< 

[0 0 9 8] Ell 5I±, ±E> ^-fe— S?SMtA9lcJ:o 

4c jeflM*4oa>«*i=. Lfc®^—;uD 

-DATA" KKcfc**:*^--**. 

[0 0 9 9] £ bCl. $1JS0SiJ1 41*. TKUX^^E'J^ 
-^;Hcgg*ixtc2Hi5tT KUXlz*frLTX/U^- 

ju^cD&s&m^ -jus Lfci>£ 3 i^g^-r 4if 

{ItuT KUX^ilil-T^o Z(7)cfc5lzLT. X/<A> — 
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